Konb! Bu0B nesrenbHOCTH B cOOTBETCTBUU ¢ [Iprkazom Munnmdpst ot 11 mas 2023 r. N 449:

Kog | Bun gestrensHoCcTH B 007acT HH(GOPMALMOHHBIX TEXHOJIOTHI

1.01 [TpoextupoBanwue, u (Wiu) oocinea0Banue, U (UIH) pa3padoTka, u (Win)
aganTanus, u (W) MoauduKamus (B TOM YUCIIE JIOKATU3aIus,
KacTOMU3aIus, 10padoTka), ¥ (M) 00paTHOE MPOSKTUPOBAHUE
(peBepCUBHBIM MHXXUHUPHUHT), U (WJIH) MOJCpHHU3aIUs, U (WJI1) OOHOBJICHHE,
U (M) yCTaHOBKa, U (WIN) UHTErpauusl, U (UIn) HacTporKa, U (UJIn)
KoH(puUrypupoBanue, u (Win) BHeIPEHUE, U (HIJIM) COMPOBOXKICHHUE, U (HIIH)
TECTUPOBAHUE, U (WIN) UCTIBITAHUS, U (WIN) TEXHUYECKAs! TOAIEpIKKaA, U
(unm) sKCIUTyaTanys, BKJIoYas aIMUHUCTPUPOBAHUE, a TAKXKe OKa3aHHe
yCIIyT (B TOM 4HCJI€ KOHCYJIbTAI[MOHHBIX, YCIYT M0 00YyYEHUIO, IKCIIEPTHBIX
YCIIYT U UHBIX) B YKa3aHHBIX BUJIaX JESATEIBHOCTH (Jajiee - MPOSKTUPOBAHUE
U (WIK) WHas JeATEeIbHOCTD, a TAK)XKE OKa3aHUE YCIIYT), B OTHOIICHUHN
MPOrpaMM JJIsl DJIEKTPOHHBIX BHIYMCIUTENIBHBIX MAIIMH (Aanee -
nporpammsl st O9BM), u (i) 6a3 1aHHBIX (B TOM YKCIIE UX OOHOBIICHUH
Y UCIIpaBJICHUN ), U (WJIM) BU3YyaIbHBIX IIOJIb30BATEIILCKUX HHTEP(EHCOB

1.05 [TpoexTupoBanue u (WIn) UHAS JESITEIBHOCTD, a TAKXKE OKa3aHUE yCIYyT B
OTHONICHUU CAalTOB WJIM CTPAHMII CAHTOB B
UH(POPMALMOHHO-TEIEKOMMYHHUKAITMOHHOW CETH, BKITFOYAst
nH(pOpPMaIMOHHO-TEIEKOMMYHHUKAIMOHHYIO ceTh "MHTepHeT"

1.06 [TpoexTrupoBanue u (WIn) UHAS JESATEIBHOCTD, a TAKXKE OKa3aHUE yCIYyT B
OTHONICHUU WH(OPMALIMOHHO-TEIEKOMMYHHUKAITMOHHON HHPPACTPYKTYPHI -
KOMIIBIOTEPHBIX CUCTEM, O0BEIUHSIOIMX KOMIIBIOTEPHOE 000pYy/10BaHUE,
nporpammsl uist OBM, u (nnn) 6a3bl JaHHBIX, U (MJIM) KOMMYHUKAIMOHHBIX
TEXHOJIOTHH (TEXHOJIOTHI Mepeavyn TaHHbIX ) (Jaee -
UT-undpactpykrypa), HIEHTPOB 00paOOTKH JaHHBIX U 0OJIAYHOMN
(BUpTyasibHOM ) HH(PACTPYKTYPhl, CUTYALMOHHBIX LIEHTPOB, a TAKKE
JeSITeBbHOCTD 110 YIPABICHUIO KOMIBIOTEPHBIMHU CUCTEMaMH,
KOMITHIOTEPHBIM 000py/TI0BaHHEM

1.08 [TpoexTrpoBaHue U (WIN) UHAS 1EATEIBHOCTD, a TAK)KE OKa3aHUE YCIyT,
YCIYT 110 cepTH(HUKANNY B OTHOIICHUH CPEJICTB 3AIIUTHI HHPOPMALIUH, a
TakXe NH(POPMAIIMOHHBIX U TEJIEKOMMYHUKALMOHHBIX CUCTEM,
3allMIIEHHBIX C UCIIOJIb30BaHUEM CPEJCTB 3aIUThI HHPOPMAIIH,
TEXHUYECKUX CPEJICTB KOHTPOJIA d3PHEKTUBHOCTH MEP 3aIUTHI
uH(pOopMaLnH, IPOTPaMMHBIX (IPOrPAMMHO-TEXHUYECKUX) CPECTB 3aIIUThI
UH(OPMALINH, 3alUIIEHHBIX TPOTPAMMHBIX (IIPOrpaMMHO-TEXHUYECKHX )
cpeacTB 00pabOTKH MHGOPMAIUH, TPOTPAMMHBIX
(TpOrpaMMHO-TEXHUUYECKUX) CPEICTB KOHTPOJIS 3PHEKTUBHOCTH 3aIIUThHI
uH(pOpMalKK), B TOM YUCIIe MUPPOBATBHBIX (KPUIITOTPaAPHUECKUX )
CpEICTB

2.01 Peanuzamnus nporpamm nist 9BM, 6a3 qanHbIX (BKITtOYast X OOHOBIICHUS U
U3MEHEHHUS), CPEJICTB 3aIUTHl HHPOPMAIIUH, B TOM YUCIIE IIyTEM
OTYYXJICHUS TPaB, MPEIOCTABICHUS MpaB (JUIICH3UPOBAHUS),
IIPEIOCTABIIEHUS YIAJIEHHOTO JOCTYIIa IOCPEACTBOM
UH(POPMAIMOHHO-TEIIEKOMMYHHUKAITMOHHBIX CETEH, BKITFOUast
UH(POPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHYIO ceTh "MHTepHeT",
NPEJOCTABIICHUE YIaJTCHHBIX BHIYHCIUTEIHHBIX MOITHOCTEH,
IMYJIHPYIOUNX pU3HUEcKoe 000pyI0BaHKE, KOTMPOBaHMS, ONITOBOM U




3.01

4.01

10.01

11.01

11.02

PO3HUYHOM MPOAAKH IK3EMILISIPOB Mporpamm it OBM, 6a3 maHHBIX,
u3anue cOOpHUKOB nporpamm it 9BM u 0a3 qaHHBIX, IPEIOCTABICHHUS
9K3eMIUIIPOB nporpamm Juist OBM, 6a3 1aHHBIX B JIM3UHT, apeHAy (IIPOKar)
JleaTenbHOCTD 1O CO3/1aHuI0 0a3 JaHHBIX M WH(OPMALIMOHHBIX PECYpPCOB
(BKJTIOUAs pa3pabOTKy KOHIICTIIUH, CTPYKTYPBI, COCTaBa 0a3 JaHHBIX ),
(GhOpMUPOBAHUIO U BEJICHUIO 0a3 NaHHBIX (BKJIIOYast COOp JaHHBIX U3 OJHOTO
iy 60s1ee UICTOUHUKOB, a TAK)KE BBOJI, BEPUPHUKALIMIO U aKTyaIU3aLHI0
JTAHHBIX ), A AMUHUCTPUPOBAHMIO 0a3 TaHHBIX (BKJIIOYast oOecriedeHre
BO3MOYKHOCTH JOCTYIIa K 0a3e JaHHBIX B PE&XKHUME HEIOCPEACTBEHHOIO HIIN
TEJIEKOMMYHHUKAIIMOHHOTO JI0CTYIa), IOUCKY JaHHBIX, X OTOOpPY H
COPTHUPOBKE I10 3a1pocam, IPeJ0CTaBIEHUI0 OTOOPAHHBIX TaHHBIX
10JIb30BATEISAM

KommnekcHoe o6cmyxuBanue UT-unppacTpykTypsl, OpraHu3anus
yIaJIEHHOTO J0CTyna 3aka3zunka k UT-undpactpykrype, BKiitoyast:
a/IMUHUCTPUPOBAHUE MPaB JI0CTYIa, YUYETHBIX 3aIIMCEH NOIb30BATENEH,
anmapatHoii miardopmer UT-undpactpykrypsl, 6a3 JaHHBIX, CHCTEM
MOHUTOPHHIA, BBIMOJIHEHUE CUCTEMHBIX HACTPOEK, IOJIydeHUEe OOHOBIICHUH,
WX YCTaHOBKA ¥ (WJIM) CONMPOBOXKJICHUE YCTAHOBKH; 00ECIICYCHUE CETEBOM
JIOCTYITHOCTH; Pe3€pBHOE KOIMPOBAHKE; BBINOIHEHHUE IIJIAHOBBIX U
BHEIUIAHOBBIX BOCCTAHOBJIEHUI; OCYILIECTBICHHE MUTPALlUU (TIIEpeHoca)
JTAHHBIX

JleTenbHOCTD 0 CO3/aHUI0, O0YUYECHHUIO U MOAICPKKE (PYHKIIMOHUPOBAHHS
HelpoceTeil, a Takke OKa3aHue yclIyT (BBIIOJIHEHUE paboT) 1o
ABTOMATUYECKOMY PACIIO3HABAHUIO PA3JIMYHOIO BUAA U300paKeHU,
BUJICONIOTOKA, U (WJIM) TEKCTOB, U (UJIM) PEUYM, WIIM UHBIX 3BYKOB, a TAK)KE UX
BepuduKanuu u mpeodpa3zoBaHUIO

Oxkazanue yciryr 1o 00eCIeYeHUIO U MOBBILIECHUIO YPOBHS
MH(OPMaLIMOHHON 0€30MaCHOCTH U 3alIUThl HHPOPMAIUHU OT
KOMITBIOTEPHBIX aTaK U APYTUX yrpo3 B chepe nHPOopMaMOHHON
0€30MacHOCTH, BKJIIOYasl yCIYTH O OIIEHKE 3aIlIUIIEHHOCTH, TECTUPOBAHUIO
Ha MPOHUKHOBEHHE, TPOEKTUPOBAHUIO U BHEIPEHUIO CPENICTB 3ALLUTHI,
aQHAJIN3Y U KOHTPOJIIO COCTOSIHUS 3alUThl HUH(GOPMAIUH, MOJEPHU3ALINN
UHQPPACTPYKTYPHI C LIENbIO MOBBIIIEHUS YPOBHS 3aIIUIIEHHOCTH,
MOHMTOPHUHTY HH()OPMALIMOHHON O€30MaCHOCTH CPE/ICTB U CUCTEM
UH(pOpMAaTU3aLUH, 10 OOHAPYKEHUIO, IPETYTPEKICHUIO U JIMKBUJAIINN
MOCIIEACTBUM KOMITBIOTEPHBIX aTaKk U pearnpoBaHUIO HA KOMITbIOTEPHbBIE
UHIIUJIEHTBHI, IeSITeIbHOCTD 110 3alIUTe HHPOPMALIUN U 00ECTIEYEHUIO
0€30MacHOCTH 0OBbEKTOB KPUTHUECKON NHPOPMAITMOHHON HHPPACTPYKTYPbI
JlesTenbHOCTD 110 MOHTAXY, HAJIAJKE, UCTIBITAHUSAM, PEMOHTY CPEZACTB
3alUThl HGOPMaUU (TEXHUUECKUX CPEACTB 3allUThl HH(pOpMaLuu,
3alUIIEHHBIX TEXHUYECKUX CPEICTB 00paboTKH MH(OpMAIIHH,
TEXHUUYECKUX CPEACTB KOHTPOJIS A3P(HEKTUBHOCTH MEP 3aIIUThI
UHOpPMaLIKH, TPOrPAMMHBIX (IIPOTPAMMHO-TEXHUYECKUX) CPEICTB 3aIUTHI
uH(pOpMalnH, 3aIMIIEHHBIX TPOTPAMMHBIX (TPOrPaMMHO-TEXHUYECKHX )
cpeactB 00paboTkH H(pOPMALIUU, TPOTPAMMHBIX
(mporpaMMHO-TEXHUYECKUX) CPEACTB KOHTPOJIA 3 (HEKTUBHOCTH 3aIUTHI
uH(pOpMaIIKH), B TOM YHCIIE C UCIOIb30BaHUEM 1N (POBATBHBIX
(xpunrorpaduvecknx) cpeacTB UHPOPMALIMOHHBIX U
TEJIEKOMMYHHUKALIMOHHBIX CUCTEM



11.038

11.04

11.05

26.01

27.01

JlesiTenbHOCTD 110 PEMOHTY, CEPBUCHOMY OOCITYKHUBAaHUIO, YCTAHOBKE
(MHCTAJUIANNN ) 3aIIUIIEHHBIX C UCIIOJIb30BAHUEM I (PPOBATHHBIX
(kpunTorpaduyecKux) CpecTB MHPOPMAITMOHHBIX U
TEJICKOMMYHUKAIIMOHHBIX CHCTEM

JlesTeIbHOCTh TI0 0OCITYKUBAHUIO IH(PPOBATBLHBIX (KPUMITOTPAPUIECKUX )
CPENCTB, MPEYyCMOTPEHHAS TEXHUYECKON U IKCILTYaTallMOHHOMN
JIOKYMEHTallMel Ha 3TU CpeACTBa (3a UCKIIOYEHHEM CIyyasi, €ClIu
yKa3aHHbBIE paOOThI MPOBOIATCS ISl O0SCTICUeHUSI COOCTBEHHBIX HY /T
IOPUAMYECKOTO JIMA WIIA UHAUBUAYAIBHOTO IPEITPUHUMATEIS)
JlesTenbHOCTh 10 aTTeCTAIlH (aATTECTAIIMOHHBIM UCTIBITAHUSM) HA
COOTBETCTBHUE TPEOOBAHUAM O 3alIUTe HHOPMALTUU

Oxkazanue yciyr (BhIMOJTHEHHE paboT) Mo 00pabdoTke nHpopMamu
(BKJIIOYAst OCYIIECTBICHUE cOOpa, 3aMKCH, HAKOTIICHUS, PAa3METKH,
0000I1ICHHS, ”BMECHEHHM S, OOHOBJICHHS ), 00C3TUNYMBAHUIO, U3BJICUCHHIO,
UCIIOJIb30BaHUIO, Tiepeaue, Bepu(hUKauu JaHHbIX, CHCTEMaTU3alluu
MH(POPMALMOHHBIX MAaCCUBOB, IPEOCTABICHUIO B PACTIOPSIKCHHE
MOJIb30BATENs Pe3yIbTaTOB 00Pa0OTKU HHPOPMAIINH, & TAKXKE 110
OCYIIECTBJICHUIO HA0JI0/IeHUs1 (MOHUTOPUHTY) 32 MOCTYTAIOIEn
uHpopmanuen

Toprosns (nocraBka) pozunysast u ontoas [IAK n o0opynoBanuem, ero
KOMIIOHEHTaMH, o0opynoBanuem UT-undpactpykTypsl, mpe1ocTaBieHuE B
nu3uHr, aperay (npokar) [TAK u oGopynoBanusi, ero KOMIIOHEHTOB,
obopynoBanust UT-unppacTpyKTypsl



